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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TR 33.899.
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Rationale

The contribution proposes questions and interim agreements for KI #1.16 on the granularity of the UP protection. The rationale is presented in a companion contribution [1]. The main observation is that there are two aspects and hence two questions that should be addressed in scope of this key issue.

Level of negotiation granularity
The service access model in Next Generation systems is based on the PDU session concept. A PDU session represents and e2e UP service-specifc channel between the UE and the DN. PDU sessions are not shared among Network Slices; neither are Radio Bearers amomg PDU sessions. Therefore, PDU sessions are the right level of negotiation granularity for UP protection.

Choice of the PDU session security features

From a service level perspective, the activation/deactivation of the UP integrity or ciphering protection would be the most relevant security features that could be negotiated on PDU session-specific basis. It is not expected that there will be services that could benefit from the negotiation of the used algorithms. This could be introduced in later releases if deemed necessary. 
4
Detailed proposal

Note to rapporteur: All this text is new
***
BEGIN CHANGES
***

E.1.X 
Questions and Interim Agreements for Key Issue #1.16 

E.1.X.0 
Questions in other clauses affecting this key issue

This key issue is affected by the questions on KI #1.15.

E.1.X.1
Granularity of the UP protection

E.1.X.1.1
Description of the Question

This question addresses the level of granularity on which the UP protection should be provided, i.e. whether on Network Slice, PDU Session, Flow, or even Radio Bearer-specific basis. 

E.1.X.1.2
Interim Agreement

The system shall support UP protection on Radio Bearer-specific basis.
E.1.X.2
Granularity of the UP protection security negotiation

E.1.X.1.1
Description of the Question

This question addresses the level of granularity on which the UP protection security negotiation should be provided, i.e. whether on Network Slice, PDU session, Flow, or even Radio Bearer-specific basis. 
E.1.X.1.2
Interim Agreement

The system shall support UP protection security negotiation on PDU Session-specific basis.
E.1.X.2
 Security features for UP protection negotiation
E.1.X.2.1
Description of the Question

This question addresses the choice of the UP security features that can be negotiated based on the agreement in the previous clause.

E.1.X.2.2
Interim Agreement

For the UP protection, it is agreed that the security features that can be negotiated on PDU Session-specific basis are the activation/deactivation of integrity protection.
***
END OF CHANGES
***
